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Protect Yourself from Predatory 
Financial Practices 
How can you protect yourself and others you care about from 

fraud and scams? Criminals and con artists use many scams to 

target unsuspecting people who have access to money. Losing 

money or property to scams and fraud can be devastating. Learn 

how you can help prevent, recognize, and report scams and fraud. 

 
Page 1 

The following information was collected from the Consumer Finan-

cial Protection Bureau at Consumer Financial Protection Bureau 

(consumerfinance.gov) 

 

Identifying different types of Fraud and Scams: 

View a list of fraud and scam key terms.  

Learn about some common types of scams. 

How to spot identity theft and what to do when someone steals your 

personal information. 

Where do I get a copy of my credit report? Tip: Be cautious of web-

sites that claim to offer free credit reports. Some of these websites 

will only give you a free report if you buy other products or services. 

Other websites give you a free report and then bill you for services 

you have to cancel. To get the free credit report authorized by law, 

go to AnnualCreditReport.com or call (877) 322-8228. 

Beware of coronavirus-related scams as scammers are taking ad-

vantage of the coronavirus pandemic to con people into giving up 

their money. 

Learn some common-sense steps to help protect yourself and oth-

ers from fraud and scams. 

Know how to protect older adults from fraud and financial exploita-

tion. 

What to do if you think you’ve been a victim of identity theft. There 

are two main types of fraud alerts: initial fraud alerts and extended 

alerts. Members of the military have an additional option available 

to them – active duty alerts, which give service members protection 

while they are on active duty.  

How do I get my money back after I discovered an unauthorized 

transaction or money missing from my bank account? 

Learn best practices for security when using mobile devices for fi-
nancial services. 

https://www.consumerfinance.gov/
https://www.consumerfinance.gov/
https://www.consumerfinance.gov/consumer-tools/fraud/answers/key-terms/#phishing
https://www.consumerfinance.gov/ask-cfpb/what-are-some-common-types-of-scams-en-2092/
https://www.consumerfinance.gov/ask-cfpb/how-can-i-spot-identity-theft-en-1359/
https://www.consumerfinance.gov/ask-cfpb/how-do-i-get-a-copy-of-my-credit-reports-en-5/
https://www.annualcreditreport.com/index.action
https://www.consumerfinance.gov/coronavirus/avoiding-scams/
https://www.consumerfinance.gov/ask-cfpb/how-can-i-protect-myself-and-others-i-care-about-from-fraud-and-scams-en-1935/
https://www.consumerfinance.gov/ask-cfpb/how-can-i-protect-myself-and-others-i-care-about-from-fraud-and-scams-en-1935/
https://www.consumerfinance.gov/consumer-tools/educator-tools/resources-for-older-adults/protecting-against-fraud/
https://www.consumerfinance.gov/ask-cfpb/what-do-i-do-if-i-think-i-have-been-a-victim-of-identity-theft-en-31/
https://www.consumerfinance.gov/ask-cfpb/how-do-i-get-my-money-back-after-i-discovered-an-unauthorized-transaction-or-money-missing-from-my-bank-account-en-1017/
https://www.consumerfinance.gov/about-us/blog/helpful-tips-using-mobile-payment-services-and-avoiding-risky-mistakes/?_gl=1*108fxrw*_ga*MTQ3ODM3NTc5Ni4xNjEwMzkwOTU0*_ga_DBYJL30CHS*MTYxNTk5NTAxMC4yLjEuMTYxNTk5NTg0NC4w
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Tips to protect yourself from scams: 
 
There are several steps you can take to protect yourself and 

others from fraud and scams. Consumer scams happen on 

the phone, through the mail, e-mail, or over the internet. They 

can occur in person, at home, or at a business. Here are some 

tips to protect yourself from scams: 

 

• Never click on a link in an email from someone you don’t 

know and always check their email address to confirm it’s 

a sender you know. 

• Don’t share numbers or passwords for accounts, 

credit cards, or Social Security. 

• Never pay up front for a promised prize. It’s a scam if 

you are told that you must pay fees or taxes to receive a 

prize or other financial windfall. 

• After hearing a sales pitch, take time to compare 

prices. Ask for information in writing and read it carefully. 

• Too good to be true? Ask yourself why someone is trying 

so hard to give you a “great deal. If it sounds too good to 

be true, it probably is. 

• Watch out for deals that are only “good today” and 

that pressure you to act quickly. Walk away from high-

pressure sales tactics that don’t allow you time to read a 

contract or get legal advice before signing. Also, don’t fall 

for the sales pitch that says you need to pay immediately, 

for example by wiring the money or sending it by courier. 

• Put your number on the National Do Not Call 

Registry. Go to www.donotcall.gov  or call (888) 382-

1222. Take a look at other Ask CFPB questions regarding 

financial scams or check the FTC’s website  to stay up-to-

date on the most recent scams. 

• Learn more about what to do if you or someone you know 

is the victim of a scam. 

• If you manage someone else’s money, take a look at 

this information to help you understand the pitfalls to avoid. 

The Financial Wellness Center is an educational service only. We do not 

provide professional investment, legal, or tax advice. The information pro-

vided is for general educational purposes only, and is not intended as a 

substitute for the advice of your investment, legal, and/or tax advisors or to 

be the basis of specific trading or investment activities. If you need invest-

Visit the Clark College website for information about financial 

wellness resources and virtual workshops or email us for a 

free coaching session at financialwellness@clark.edu 

http://www.donotcall.gov/
https://www.consumerfinance.gov/ask-cfpb/search/?q=scams&btnSearch=
https://www.consumer.ftc.gov/scam-alerts
https://www.consumerfinance.gov/ask-cfpb/i-think-i-or-someone-i-know-was-the-victim-of-a-scam-or-financial-exploitation-who-can-i-contact-for-help-en-1777/
https://www.consumerfinance.gov/ask-cfpb/what-is-a-fiduciary-en-1769/
https://www.clark.edu/enroll/paying-for-college/financial-wellness/index.php
https://www.clark.edu/enroll/paying-for-college/financial-wellness/index.php
mailto:financialwellness@clark.edu

